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The Future of 
Economic Espionage: 

Preparing for the Worst



Intellectual 
Property

“The most valuable commodity I know 
of is information.”

- Gordon Gekko



Quick Definitions

• Economic espionage: is (1) whoever knowingly 
performs targeting or acquisition of trade secrets 
to (2) knowingly benefit any foreign government, 
foreign instrumentality, or foreign agent

• Industrial espionage: is the theft of trade 
secrets by the removal, copying or recording of 
confidential or valuable information in a company 
for use by a competitor

• Electronic Intellectual Property Crimes: Crimes 
committed in order to acquire Intellectual 
Property through Technical Collection Operations



The Theft of American 
Intellectual Property

• The IP Commission estimates that the annual cost to the
U.S. economy continues to exceed $225 billion in
counterfeit goods, pirated software, and theft of trade
secrets

• The cost could be as high as $600 billion

• More than 30% of all the jobs in the United States are
directly or indirectly linked to IP intensive industries



200 million 
Financial services records were

breached in 2016 (IBM)

937% 
Increase from 2015

65% 
More of Financial services were
breached than other industries. 

Financial Services Industry 
Data Breaches



The Great Offenders:

• Today, China, Russia and India are among the
worst countries when it comes to
Intellectual Property Theft

• These countries have been using their
numerous Intelligence Agencies to assist
their economic development for decades



Data Breach: Who is responsible?



It might not always be 
who you think it is…



Insiders

• 59% of employees who quit or are asked to 
leave take confidential and/or sensitive 
business information upon their departure

• Only 13% said they did it by accident

• 50% of departing employees claimed that
one reason they took employer data was
their perception that “everyone else did it
when they left.”



Unintentional 
Insiders

• A former or current employee who has or
had access to your organization’s network
system and data; and causes harm through
his/her action or inaction, without malicious
intent.

• Examples: Send sensitive data through
unsecure devices, open/click on 
dangerous/suspicious links, do not report 
security breach, etc.



Outsiders
• States

The banking system often shows a country’s health. For 
that reason, Foreign Intelligence Services have a keen 
interest in information related to the financial/banking 
systems. This is especially true for country who are the 
targets of U.S. economic sanction.

• Non-States actors linked to Foreign Governments
In order to protect themselves, foreign governments do 
not always use their own agents but patriotic groups 
instead. This is especially true in Russia and China.

• Cybercriminals
Criminal networks are also active in the virtual world. 
Money, fame, pride are some of the incentives hackers 
have when it comes to steal information from the 
banking system.



Social engineering
• Psychological manipulation of people into 

performing actions or divulging confidential 
information

Presenter
Presentation Notes
The terrorist : Larossi Abdalla, French National, 25 years old. Pledged allegiance to ISIS. Streamed the killings live on Facebook.



Technical Collection 
Operations

• How foreign intelligences services will target you, 
and obtain the valuable intelligence you possess

• They may target you because you have “access”

• They will target you without you realizing it

• They have multiple methodologies and 
capabilities



Sample methods used to steal data
•Easily concealed 
•Large storage capacityUSB

• Great storage capacity
•Can be connected to the systemSmartphones

•Great storage quota
•Easily accessibleEmails

•Many software and online platforms allow data transfers
•Fast and discreetVarious software

•Old fashioned, more risky but still efficient
Printing



Car Hacking

• In 2015, Chrysler announced a recall for 1.4 
vehicles after hackers demonstrated that they 
could hijack a Jeep’s digital system over the 
internet

• In the case of the Nice attack in France, the 
jihadist driver was stopped by law enforcement 
units who shot him through the windshield

• Jihadist in Syria and Iraq are already using this 
technique to carry on VBIED attacks.



Geospatial 
monitoring
• In recent years, high-resolution satellite imagery 

have become more and more accessible

• Today, such pictures are available for $100

• Intelligence reports have shown that jihadist 
fighters have been increasingly using satellite 
imagery to conduct their operations in Iraq and 
Syria

• In the coming years, terrorist could very well 
adapt this new method of warfare to carry 
terrorist attacks in the United States



Drones
• Drones have been extensively used by foreign 

intelligence services as collection platforms

• Terrorist groups have now acquired the ability to 
modify drones to carry payload  such as mortar 
shells and grenades

• Because counter-drone technology is expensive 
and thus not widely spread among law 
enforcement units, drones are becoming a serious 
threat



The Missing Link : 
Economic Espionage



The Human Factor

• Spoofing

• Social engineering

• Elicitation

• NWWAM (MICE)



Let’s take a trip overseas…



You are 
traveling 

overseas to do 
business with 

your local 
partners…



At the same time, 
others might be

watching …

• Local intel service

• Local law enforcement

• Third party intel service

• Business competitors

• Private collectors 



The story begins at 
30,000 feet …

Elicitation also known as “The 
subtle extraction of information 
without the subject’s knowledge”



It continues inside 
your first taxi …

• In many countries, some taxi drivers have 
more skills than others…

• Is it your first time here? What is the 
purpose of your trip?

• Do you need a driver for the duration of 
your trip? Is there anything I can get you?



Great, you made it to your 
beautiful hotel room …



But, did you consider that you 
might have a roommate?



The Art of War

“All warfare is based on deception.”
- Sun Tzu



The Case of the Confucius Institutes



PENTEST

“All warfare is based on deception.”
- Sun Tzu



Know Thyself: 
PENTEST

• Physical access to an organization's secure
areas, equipment, or materials containing
sensitive data may make it easier for a 
malicious insider to commit a crime

• An organization's physical security controls
are often just as important as its technical
security controls



Closing Thoughts

“To defeat your enemy, first offer him 
help so that he slackens his vigilance, to 
take, one must first give.”

- Sun Tzu



Questions



Thank you!

Luke Bencie
Security Management International, LLC

lbencie@smiconsultancy.com
www.smiconsultancy.com


	The Future of �Economic Espionage: �Preparing for the Worst
	Intellectual Property
	Quick Definitions
	The Theft of American Intellectual Property
	Slide Number 5
	The Great Offenders:
	Data Breach: Who is responsible?
	It might not always be who you think it is…
	Insiders
	Unintentional Insiders
	Outsiders
	Social engineering
	Technical Collection Operations
	Sample methods used to steal data
	Car Hacking
	Geospatial monitoring
	Drones
	The Missing Link : Economic Espionage
	The Human Factor
	Slide Number 20
	You are traveling overseas to do business with your local partners…
	At the same time, others might be watching …
	The story begins at 30,000 feet …
	It continues inside your first taxi …
	Great, you made it to your beautiful hotel room …
	But, did you consider that you might have a roommate?
	The Art of War�			�			�
	The Case of the Confucius Institutes
	PENTEST
	Know Thyself: PENTEST
	Closing Thoughts
	Questions
	Thank you!

